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BBegeHue

MossneHne 610KYENH TEXHO/MOMMIA M MX MUCNONb30BaHUA ANA GUHAHCOBbLIX/MAATEXKHbIX YCAYr CTano B
nocnegHee AecATUAETME OAHMM W3 [aBHbIX M3MEHEHW B MMWPOBOM ¢UHAHCOBOM cucTeme. ITa HoBas
TEHAEHUMA NpUHEecNna WHHOBaUWMK, MNoBbicMna 3PPEKTUBHOCTb M NpUBena K MOABAEHWUIO aNbTEePHATUBHbIX
$GMHAHCOBbLIX MHCTPYMEHTOB.

KpunTo-BantoTbl MAM BUpPTyanbHble akTUBbl (VA), Kak 4acTb (pUHAHCOBbLIX PbIHKOB, MPUBAEKAN BHUMaHWe
perynvmpytowmx opraHos, B Tom yncne Fpynnol Paspabotkm duHaHcoBbix Mep no bopbbe ¢ OTmbiBaHWeM [eHer
(FATF). Kak mexayHapoaHbliA opraH, ycTaHaBaMBaowWwmii ctaHaapTtbl, FATF BbipabaTbiBaeT pekomeHAauum no
6opbbe ¢ OTMbIBaHMEM LEHEr U npasua Mo OCyLWecTBAeHU0 GUHAHCOBLIX NMEPeBOAOB, KOTOpble BNepsble
6binn BBegeHbl B 2012 roay. OTK cTaHAapTbl TpebyloT obMeHa AaHHbIMKW O KAUEHTax mexay GMHAHCOBbIMU
nocpeaHnKamu. CTaHgapTbl NepecMmaTpuBatoTca U 06HOBAAKOTCA Ha PeryaapHoi OCHOBeE.

[aHHbl 0630p NO3HaKOMUT Bac ¢ HOBbIMM NpaBuaaMun A4Na KPUNTO NepeBoAoB (TpaH3aKuuit), 4acT OTBET Ha
BOMPOC, KaK MHaAHCOBbIE NOCPEAHWMKM MOryT cobaogatb 3TU CTaHAAPTbl, U NPOAEMOHCTPUPYET pPasamMuus
MeXAy peryiMpoBaHMem CTpaH, KOTOPbIE YiKe BHeAPpUAN 3T PeKOMEeHAALMN.

Kpome 3Toro, B oTyeTe faeTca TeXHWYECKU 0630p CyWwecTBYOWMX MPOTOKO/IOB, KOTOpble MOryT 6biTb
BHeApPeHbl B COOTBETCTBMM C NPaBUIaMmn KPUNTO Nepesosos.

Utopux, aekabpb 2020
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9BONIOLMA NPaBUA NepeBoaoB

Mpasuno nepeBogoB 6bi10 Brnepsble BBegeHo B 1996 roay AreHTctBom no 6opbbe ¢ PpUHAHCOBLIMM
npectynneHnamu (FinCEN), depepanbHbim 6topo MuHuctepctea puHaHcos CLUA, B cOOTBETCTBMM C KOTOPbIM
6aHKM M KOMMAHMM, OKasblBaloUiMe [eHEXHble YCayru, AOKHbl obmeHuBaTbca MHPopmaumer Kak 06
oTnpaBuUTeNaAx, Tak M O NoJsiydaTenax naaTerken, CBA3aHHbIX C naartexxamu Ha cymmy 3'000 gonnapos CLUA u
Bbilwe. B 2012 rogy B nepeyeHb OTYMUTbIBAEMbIX TPAH3aKUWI OblIM BHECEHbl M3MEHEHMUA, BK/uatowume
3/1IeKTPOHHbIE AEeHEXKHbIE NepeBObl.

FATF npuHana npasnno nepeBoaos TosbKo B 2012 roay B COOTBETCTBMU CO CBOMMU peKomeHpaumnamu. K 2018
rogy perynatopbl MO BCEMY MUPY YMKECTOUMIM KPUNTO peryaMpoBaHWe, M BO3HWKAA HeobXxoauMmocTb B
NPUMEHeHUM npaBuaa NEepeBofOB K BUPTyanbHbIM aktueam (VA) w nocTtaBwuMkam ycayr B obnactu
BMPTYyanbHbix akTuBoB (VASP).

B uioHe 2019 roga FATF npeanoxuna rnobanbHble cTaHAapTbl B OTHOWEHMWM obmeHa WMHpopmauuen o
beHedMLMapax U OTNPABUTENAX MeXKAY NOCTaBLWLMKAMM YCAYr BUPTyanbHbiX akTuBoB (VASP) Ha ocHoBe
npaswuna, paspabortaHHoro FINCEN B CoeanHeHHbIx LUTatax. CybbeKkTamu, Ha KOTOpble PacnpoCTPaHAOTCA 3TH
npaBwuna, ABNAIOTCA KPUNTO-BANIOTHbIE BUPIKW, KOLWENbKU ANA XpaHeHWUs, AeLeHTPasM30BaHHble bupiKeBble
onepaTtopbl UAM aApyrue cybbeKkTbl, onpegeneHne KOTOPbIX OCHOBAHO Ha TOJIKOBAHWUM MPaBUA B KaXKAoM
KOHKPETHOM IOPUCAUKLMUN.

CTpaHbl - uneHbl FATF (cMHMiA) 1 YepHbIii cNUCOK (KpacHbIit)

UcTounuk: FATF o

3t™m "npasBuna" nepesBogoB CPeACTB NpeAHA3HayeHbl ANA OKasaHWA MOAAEPXKM MPaBOOXPaHUTENbHbIM
opraHam B BbIAB/IEHUM, paccnenoBaHNM U Npecnes0oBaHNM 32 NPECTYNEeHUA CBA3aHHbIE C OTMblBaHMEM AeHer
n apyrne GMHaHCOBbIE NPECTynaeHMUA NyTemM COXpaHeHMA MHPOPMALMOHHOrO c/ieda O ANLAX, OTNPaBAAIOLWMX
M NoAy4YaloLWmxX cpeacTsa Yepes CMCTeMbl Nepesoaa CPeacTs.

. ONEeKTPOHHbIEe naTexu MNepBana pesnsunsa
FinCEN BHeapun N
npasuaa nepesoos BKioueHb! FATF PELBIER I FAE
(Travel Rule) 1997 B npasuna nepeBch,OB (Travel Rule) 2019 KpMNTO NepeBoaos
? . ?
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1996 FINCEN npeanoxun nepsyto 2012 FATF npeanoxun 2020
nHpopmaums «Kpunto» npasuna (Travel Rule)

no npasuiam nepesoaos
(Travel Rule)



0O630p NpPaBOBON CUTYaALUM

TpeboBaHUA K NpaBuiam nepeBoAoB

Bce TpeboBaHuA, U3noKeHHble B PekomeHpauum 16 FATF, npumeHatotca K Moctaswmnkam Ycayr 8 Obnactu
BupTyanbHbix AKTMBOB (VASPS) 1 apyrum 3a4encTBOBAaHHbIM OpraHM3aumMaM, KOTOpble CBA3aHbl C MepeBogamm
BMPTYa/NbHbIX aKTMBOB, BK/OYaA 06s3aTeNbCTBAa MO MNONAYYEHWUIO, XPAHEHWIO UM nepepadve Tpebyemol
uHbopmauum o6 oTnpasuTene UM nonyyatene ANA Toro, 4Tobbl MAeHTUPULMpoBATL M coobwatb o
NoOLO3PUTENBHBIX OMepaLuax, KOHTPOAMPOBATb AOCTYNHOCTb MWHbOpPMaLWKM, MNPUHUMATb Mepbl MO
3aMOpaXKMBaAHMUIO K 3anpeLaTb onepaumun ¢ No403peBaeMbIMU INLAMU U OPraHU3aLUAMMN.

MosToMy CcTpaHbl [0MXHbl 06ecneynuTb BbIMONHEHUE YUYPEXKAEHUAMU-NOCPEAHUKAMU  UAU  APYTUMU
06f3aHHBIMW  OpraHU3aLMAMKU, TaKUMKM KaK GUHaAHCOBble NOCPeAHMKMU, Yy4acTBYWOWMMM B nepegave
BMPTYasibHbIX akTMBOB (VA), NoNy4eHns U xpaHeHUs Tpebyemolt 4oCTOBEpHOM MHbOPMaL MK 06 oTnpaBuTene u
Tpebyemoit uHbOpPMauMM o nonydvatene, a TaK¥Ke MpeacTaBieHUA 3TOM MHOOPMALUKU  YyUpeKAEHUAM-
b6eHedbumumapam. TouHas WHPoOpMaULMA U3/N0KEeHA B creayloleil BblAep)KKe U3 pykosoactea FATF no
NPUMEHEHMIO PUCK-OPUEHTMPOBAHHOrO noaxona K BupTtyanbHbim AkTvBam (VA) u Moctaswmkam Ycayr B
O6nact BupTtyanbHbix AkTnsos (VASPs):

Bbiaep>KKa u3 pekomeHgaumii FATF (mioHb 2019 roga).
PeKomeHAauun, OCHOBaHHbIe Ha OLeHKe PUCKOBbIX NapameTpoB Npu paboTe ¢ BUPTyanbHbIMU aKTUBAMM U

NOCTaBLMKaMM YCAYr, CBA3AHHbIX C BUPTYa/IbHbIMU aKTUBaMMU.
FATF, Napux

“Tpebyeman nHopmauma BKAOYAET B cebs
*  MMA MHULUMATOpPa Nepesoaa (T.e. oTNpaBuTens);
* HOMep cyeTa OTNpaBuTensa (Hanpumep, KoL eNeK C BUPTYaNnbHbIMU aKTUBAMK);

*  ¢u3nyeckuin (reorpadpuyecknin) agpec oTnpaBuTeNa UAN HALMOHANbHbLIN UAEHTUPUKALMOHHBIN HOMEpP, Uan
NAEHTUOUKALMOHHBIN HOMEpP KAMEHTA (OTAMYHBLIA OT HOMepa TpaH3aKuuK), KOTOpbin uaeHTUdUUMpyeT
OTNpaBUTENA B yUPEKAEHUN 3aKa3UumMKa, UAN AaTa U MECTO POXKAEHUSA;

® UMA nonydvaTtensa;

* HOMep cyeTa Mosiy4yaTesin, eC/N TaKoW CYeT MCcnosib3yeTca Ana 06paboTkM onepaunn (Hanpumep, Kowenek c
BMPTYaNbHbIMW aKTMBaMu). HeT Heo6X04MMOCTU MPUKPENNATb MHPOPMALMUIO HEMOCPEACTBEHHO K CaMOoMy
nepeBoAy BMPTyasibHbIX akTMBOB. MHbDOpMaLMA MOXKeT BbiTb NMpeacTaBaeHa KaK MPAMO, Tak M KOCBEHHO, KakK
yKa3aHo B MoscHUTeNbHOM 3anucke K PekomeHngauum (INR) 15",
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Kto nognapaet noa Kateroputo VASP

MpoBaiiaepbl ycayr, KOTOpble XapaKTepUsyroTcs
KaK NOCTaBLUKU YCAYr BUPTYabHbIX aKTuBoB (VASPS)

¢ GO ¢

duat-KpunTto

OBMEHHMKMN Kpunto bupxu MnatexxHble Cnuctembl
% A
I O .
Kpunto Ycnyrn XpaHeHus
BbinyckatoLime TOKeHbI BaHKOMaTb! Kowenbkos (Kactoam) Kpunto ®oHAabI

Mposaitaepbl ycayr, KOTOpble MOryT XapaKTepusoBaTbcA
KaK NOCTaBLMKKU YCAYr BUPTYanbHbIX aktueos (VASPS)

P2P DeFi DApps

CornacHo onpegeneHuto FATF, nocTaswMKOM ycayr BUpPTyasnbHbix aktusos (VASP) moxeT 6biTb ntoboe
dun3nyeckoe nan PUANYECKOE UL, KOTOPOEe NPeaoCcTaBAAET 3TU YCAYTU B PaMKax CBOeN AeATeNbHOCTU:

* OOMEeH ¢uraTa Ha BUPTYaNbHbIE aKTUBbI;

* O6MeH BMPTya/ibHbIX aKTUBOB;

* [Mepepaya BUPTyaNbHbIX aKTUBOB;

*  XpaHeHMWe BUPTyasibHbIX aKTUBOB; MK

e [leATenbHOCTb, CBA3AHHAA C BbIMYCKOM MW aHAEPPANTUHIOM LMPPOBLIX aKTMBOB.
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Pesusua FATF B nroHe 2020

B nioHe 2019 roaa FATF 3aBepwunna paboTy Hag nonpaBKkaMu K CBOMM ro6asibHbIM CTaHAapTam, YTobbl YeTKO
pa3bAcHUTL TpeboBaHusa No 6opbbe ¢ oTMbiBaHWEM geHer U GUHAHCMPOBAHMEM Teppopusma npu paboTe c
BUPTYaNibHbIMMU aKTMBamu. FATF Take cornacunacb nposectn 12-mecAYyHyl0 peBu3UIO A8 OLEHKUM TeMMOB
BHEAPEHUA NEepPecMOTPEHHbIX CTaHAAPTOB HOPUCAMKLMAMM M YACTHbIM CEKTOPOM, @ TaKXe MOHWTOPUHra
NOBObIX UISMEHEHUI B TUNOAOTUM, PUCKAX U PbIHOYHOM CTPYKTYpE CEKTOPA BUPTYasibHbIX aKTUBOB.

B obHoBneHHOM paoknage FATF 3a 12-mecsuHblii nepuofd, HadmMHaa c uioHA 2020 roga, 6bin10 BbIBNEHO
HECKO/IbKO Npobsem, CBA3AHHbLIX C MEPECMOTPEHHbIMU CTaHZAPTAMKU U peKomeHzaumamu FATF. Mpobaembl
6blAn onpeseneHbl C MOMOLLblO 06paTHOM cBA3KM FATF ¢ y4acTHMKaMM KOHTAKTHbIX TPynn, 3a4eMCTBOBaHHbIX B
paboTe ¢ BUpTyasibHbIMW aKTMBaMM. B foKNaae oTMevaeTcs, UTO HOBble TpeboBaHMA No 6opbbe C OTMbIBaHUEM
AeHer n PUHaAHCMpPOBaHMEM TEPPOPM3MaA NPUHMUMAIOTCA BONbLIMHCTBOM CTpaH - YneHoB FATF. AHanoOrMyHbIm

06pasom, LOCTUTHYT Nporpecc B pa3paboTKe TEXHONOTMYECKUX peleHnit gna npasua nepesogos. OfHaAKoO He
BCe uneHbl rnobanbHon cetn FATF coobuwmnm o Tom, uto K MioHo 2020 roga 6biAv NPUHATBI MeEpbl B
COOTBETCTBMU C U3MEHEHHbIMWU CTaHAapTamu. UccneposaHne, nposeaeHHoe FATF, Take nokasano, 4to BO
MHOTUX CTPaHax 40 CUX MOpP LWMPOKO pacnpocTpaHeHo HecobatoaeHne Npasua NepeBosa, a TakKe BblABAEHbI
cy4yaum NOHOro UTHOPUPOBAHMA HOBbIX TPebOoBaHUN.

MOCKONbKY OPUCAMKUNM AONXKHbI a4anTMPOBaTh NepecMoTpeHHble cTaHaapTbl FATF B CBOMX HaUMOHaAbHbIX
3aKOHOAaTeNbCcTBax, bblM onpegeneHbl 061acTM, B KOTOPble MOXKHO 6bl10 6bl BHECTU 60/blIy0 ACHOCTD.
Hanpumep, B KOHTEKCTE TaK Ha3blBaembIX CTebaKOUH (stablecoins), cnegyet An LOPUCANKLMAM OTHOCUTBLCA K
HUM KaK K TPagULMOHHbIM WAW BUPTYanbHbIM akTMBam. Kpome Toro, Heobxoanmo paspaboTtaTb 6osee yeTkne
YyKa3aHuA B OTHOWEHMW XPaHEHUS, YNPaBAEHUA UAN Nepedaym BUPTYaibHbIX aKTUBOB.

B 6auKaiiwee Bpema OXXugaetca Nno3sUTUBHaAA AUMHAMMKA

Cnepytouwas 12-mecayHasa peBmM3nA BHELPEHNA B KPUNTO MHAYCTPUN cTaHgapTa FATF HasHavyeHa Ha MiOHb 2021
roga. HepgasHue perynatueHble mepbl FATF TaKyKe BKIOYAIOT TeMaTUYeckme nyb6anKaumm BblABASAIOWME PUCKU
«red flags indicators» pgna noagep)KWU OanbHeWlero MOHMMaHUA PUCKOB OTMbIBaHWA AeHer u
dUHaAHCMPOBaAHMNA TEPPOPUCTUHECKON AeATENBHOCTU, CBA3AHHbIX C KPUNTO UHAYCTPUEN.




0O630p NpPaBOBON CUTYaALUM

K uncny apyrmx Bonpocos, Tpebylowmx pacCMOTPEHNA, OTHOCATCA YacTHble NepeBogbl BUPTYyaibHbIX aKTUBOB,
KOrga MocTaBLWMK YCAYr BMPTYyanbHbIX akTueos (VASP) He ydyacTByeT B KayecTBe MocpeAHMKa M Takue BuAbl
onepauuii NPAMo He noagnagatoT noj AencTere 06A3aTeNbCTB MO KOHTPO/IO 33 ONepaumammn nNo OTMbIBaHMIO
AeHer W MNpoOTUBOAENCTBUIO TEPPOPUCTUYECKON nOeATeNbHOCTM, B COOTBETCTBMM C MEPeCcCMOTPEHHbIMU
ctaHgaptamm FATF. OTcyTcTBME YeTKOro OXBaTa YacCTHbIX (peer-to-peer) onepauuii Yepes YacCTHble KOWEeNbKK
BbI3blBaeT 03a604YeHHOCTb B pAge opUCANKLMIA, BKAtoYaa Leeiuapuio. CornacHo AoKAagy, aHOHMMHbIE MK
YacTHble CAENKM He npeTepneny CyWwecTBeHHbIX U3MmeHeHu ¢ nioHa 2019 roga. B cBA3M ¢ HEAOCTAaTOYHOCTbIO
[0Ka3aTenbCTe aBTOPbl A4E€M1al0T BbIBOL O TOM, YTO TaKMe YacTHble CAE/KM He CO34aloT MNOBbILWEHHOro pUcKa
OTMbIBaHMA AEHEr U TePPOPUCTUYECKON AeATENbHOCTH.

OZAHaKOo 3anyCcK HOBbIX BUPTYaNbHbIX aKTUBOB MOXET U3MEHUTb PUCKM OTMbIBAHWUA AEHEr U TePPOPMUCTUUYECKOM
AeATeNIbHOCTU, 0COBEHHO eCcnM CywecTByeT MaccOBOe MPUHATME aKTMBOB, KOTOpPOEe MO03BO/SET NPOBOAMTH
aHOHMMHbIe YacCTHble CAeNKW. Hanpumep, ecnn BAACTU COMTYT PUCK CAMILKOM BbICOKMM, OHM, BO3MONKHO,
3aNpeTAT UAM OTKAXKYT B IMLLEH3MPOBAHUN NNAaTGOPM, KOTOPbIe MO3BOAAIOT OCYLLECTBAATL Nepeaady YacTHbIX
«unhosted» KowenbKOB, BBEAYT JAMMUTbLI Ha TPaH3aKuuu/obbembl MAM yCTAaHOBAT 06A3aTe/ibHbIA NOPAAOK
nposeaeHMa onepauuii C MCNO/Jb30BaHMEM MPOBEPKM Ha PUCK OTMbIBAaHUA AEHEer U TeppPOPMCTUYECKOM
AeATeNIbHOCTH.

MOMUCK CTaH4APTU3UPOBAHHOTO pPeLleHusn

Ona Toro, 4tobbl COOTBETCTBOBATbL MpPaBuW/y MNEpPeBOAOB, B MNPOLLECCe B3aMMOAENCTBMA C KOHTPareHTom
MOCTaBLUMK YCAYr BUPTyanbHbiXx akTmeoB (VASP) gosisKeH BbiTb B COCTOAHMM OMNpeaennTb feraiabHblit cTaTyc
KOHTpareHTa B IOPUCAUKLMM NPOBEAEHUNA CACNKU M y6eanTbCA, YTO TPAH3aKLUKN BbIMOAHAIOTCA HagNeMKallum
06pasom C yyeTom NpaBu/a MPOBEPKU HA PUCK OTMbIBAHUA AEHEr U PUCK TEPPOPUCTUUYECKON AeATeNbHOCTH.
Bonpoc 3ak/i04aeTca B TOM, Kak CBOEBPEMEHHO M 6e30nacHO NPOBECTM Had/lexallyo NPOBEepPKY KOHTpareHTa.
O4HUM U3 npeasnaraembix cnocob6oB MOXKeT BbiTb CO34aHMe rNo6anbHOro CrNUCKa KOHTPareHToB, B KOTOPOM
6yner obobuwatbcs MHbGOpMaLMA M3 BCeX OPUCAMKLMIA M A0CTYN K Hel 6yaeT OCyWecTBaAAaTbCA 4vepes
COrNIacoBaHHYIO LeHTpanbHyto 6a3y AaHHbIX. Ho ynpaBaeHune Takoi 6a3oi gaHHbIX 6yAeT AeLeHTPaan30BaHo u
KOOPAMHMPOBATLCA YYAaCTHUKAMMU PbIHKA. B CBA3M C 3TUM NpeaioXeHNEeM YaCTHOrO CEKTOPa BO3HMKAET BOMPOC
KTO 6yaeT oTBevaTb 3a c6op M xpaHeHMe MHPOPMaLUMK, KeM ITOT Mpouecc byaeT KOHTPOAMPOBATLCA U KOMY
paspewarb A4OCTYN K AAHHbIM.

PeweHne morno 6bl 3aKa4aTbCA B TOM, 4TO6bl AenerMposaTb OTBETCTBEHHOCTb CTpaH - uyneHos FATF 3a
BeAEHME JIOKaNbHOro CrNMCKa NOCTaBLMKOB YCAYr BUPTYa/ibHbIX aKTMBOB. DTOT BapMaHT BCe elue Bbi3biBaeT Te
e camble BOMPOCbl, O TOM, KaK M KemM OH AO0/KeH ynpasBaaTbCA. Bce 3TM TpeboBaHMA [0/KHbI 6bITb
YO0BNETBOPEHbI 40 TOTO, Kak byaeT paspaboTaHo pelleHue.
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KaK agantupytotca npasuaa naatexen
B LUBenuyapun?

LWeeliyapua

PasbacHeHua Llseiuapckoro perynatopa FINMA no 6noKkyeiH TpaH3akumam ot 02/2019 rnacut, 4to
MOCTABLLMKM YCAYTr BUPTyanbHbIX aKTMBOB 06A3aHbl, Hanpumep, MNPOBEPATb JIMYHOCTb CBOWUX K/IMEHTOB,
YyCTaHaBAMBATb JIMYHOCTb BbirogonpuobpeTatowero cobCcTBEHHWKA, MPUMEHATb PUCK-OPUEHTUPOBAHHbLIN
noAaxo4 K MOHUTOPWHIY Ae/0BblX OTHOWEHWN W MNPU HAAUYUKM [0CTATOYHbIX OCHOBaHWI MNOAO3pPeBaTb
OTMbIBaHWE AEHEer 1 NoaaBaTb OTYET B YNpaB/ieHMe No OTYETHOCTM B 061acTh 60pbbbl C OTMbIBaHUEM AeHer
Weenyapun (MROS). B otanumne ot ctaHgapTtoB FATF, Ctatbs 10 AMLO-FINMA He npeaycmaTpuBaeT HUKaKUX
WCKNIOYEHUI ANA NNATEXKEN C Y4aCTUEM HEpPEeryIMpyemblX MOCTaBLLMKOB KOLIEbKOB.

TaKkoe uckaoueHne 6naronpuAaTcTBoBano bbl HENOAHAA30PHbIM MOCTABLLIMKAM YCAYTr U NpuBeno 6bl K Tomy,
yTo noAHaA30pHble MOCTaBWMKM He cMoramM 6bl NpeAoTBPaTUTb OCYLLECTBAEHUE «MNOA03PUTE/NbHbIX
nnatexem».

Bbicokue cTaHgapThl LLBeluapum B OTHOWEHUW COBNOAEHMA 3aKOHOAATeNbCTBA NO 6opbbe ¢ OTMbIBaHWEM
aeHer u npegoTepalweHmem teppopusma (AML/CTF) B OTHOWEHMM BUPTyaNnbHbIX aKTUBOB NoApPasymMeBaloT
onpeaeneHHble TPYAHOCTU ANA WBENLAPCKUX NOCPEAHMKOB B COTPYAHUYECTBE C APYIMMU OPUCAUKUMAMU. He
TaK MHOrMO OPUCAUKLUA BBOAAT aHANOTMMYHble BbICOKME CTaHAapTbl. McKntoyeHnem moxkeT 6biTb CuMHranyp
(MAS, 3akoH o nnartexHbix ycayrax, 2019 r.) nam CLIA (FinCEN, pykoBoACTBO ANS MOCTaBLMKOB YyCAyr
BUPTYaNnbHbiXx akTuBoB (VASPs), mai 2019 r.), KoTopoe BK/OYaeT NpMMeEHEHMe NpaBuKia NepesoaoB. Bbicokue
TpeboBaHMA K CTaHZAPTaM, pas/nymMa B NOAXOAAX WU HenocaenoBaTeNbHOCTb TPEOOBAHUI B APYrMX CTpaHax
3aTPYAHAIOT Hagnexawy JyHKUMOHANbHOCTL M cobnogeHne TpeboBaHWMI K TpaH3aKLMAM  MeXay
Lseliuapuelt U gpyrumn cTpaHamu, rae TpeboBaHUA K HeperyanpyembiM KOWesibKam MeHee CTporve uau
HeonpegeneHHble. ITO TaKXe NPUBEAET K YAO0POXKAHWUIO CAeNoK. dTa Tema TpebyeT bonee TuLaTeNbHOM
npopaboTKu co ctopoHbl FATF.

LWseliuapcKuii perynaTtop XapakTtepusyet NOCTaBLIMKOB ycnyr BUPTYaNbHbIX aKTUBOB
npodeccuoHanbHbimu pUHAHCOBbIMU NocpeaHUKamu (P1), ecnn oHM OTBEUAIOT CAEAYIOWMUM KPUTEPUAM:

a) poxon B pasmepe 6onee 50 000 weekLapckux GpaHKOB 3a KaNeHAapHbIN rog,;
6) ycTaHOBNEHbI AeN0Bble OTHOWeHUA ¢ 6oee Yem 20 4OroBapMBaOLLMMUCA CTOPOHAMMU, KOTOPbIE B3aUMOAENCTBYIOT

c ®MN 6onee ogHOro pasa B KafeHA4apHbIN rog;

B) HEOrPaHWYEHHbI KOHTPOJIb HaZ, CPEACTBAMMU TPETHUX WL, NPEBbLIIAWMUMU 5 MAH. WBEWLAPCKUX GPaHKOB, uau

\F)OCVLLI,ECTBI‘IHET onepauun B o6beme 6osee 2 MAH. WBEWLAPCKUX GPaHKOB B rof. J




0O630p NpPaBOBON CUTYaALUM

CpaBHeHUMe cooTBeTCTBUA
pekomeHpgauuam B LLiBenuapum,
CLWIA v CuHranype

B otanume ot ctaHgaptos FATF, ctatba 10 AMLO-FINMA B LlBeiuapun He npeaycMaTpuMBaeT HUKAKUX
WUCKNIOYEHUN ONA NaaTeXen € y4acTUeM HeperyimpyembiX MOCTABLLMKOB KOLWENbKOB. Takoe orpaHuyeHue
NpenATCcTBYET CAE/KaM C HEKOHTPOIMPYEMbIMM MOCTABLMKAMKN U NPefoTBPaLLET NOLO3PUTENbHbBIE NNATEXKMN.

[o Tex nop, nNoka yupexgeHuwe, Haxogauweeca nog Hagsopom FINMA, He cmoMXKeT OTNpaBAATb M NOAy4aTb
NHbopmaunio, HeoBXoANMYIO AN NPOBEeAEHUA MAaTEXKHbIX Onepaunin, Takme onepaunn paspeLwweHbl TONbKO C
NOATBEPKAEHHBIMMN KOLWeNbKamm, NPUHAANEKAWMMU KANEHTY AaHHOro yypexaeHus. MpaBo cobCTBEHHOCTH
Ha Kole/ieK AO/KHO 6biTb A0Ka3aHO C MOMOLLbIO COOTBETCTBYIOLMX TEXHMYECKMX cpeAacTs. Caenkn mexay
KJAMEHTAaMM O4HOrO M TOrO Ke y4YperKAeHMA paspelweHbl. [lepesod C BHELWHEro KoweibKa AW Ha BHELWHWUI
KoleieK, NpMHagexalmnini TpeTbeMy INLY, BO3MOXKEH TO/IbKO B TOM C/yYae, eCiv KOHTPOAMpPYOLLee CAenKy
yupexaeHue npoeeno npenBapuTesibHYO MPOBEPKY WM YCTAHOBWIO JIMYHOCTb TPETbero Auua, /MYHOCTb
6eHedMUMAPHOroO BAaLEIbLA M C NOMOLLbIO NOAXOAALMX TEXHUYECKUX CPeACcTB A0Ka3as Npaso co6CTBEHHOCTH
TPETbLEro INLA HA BHELHWUI KOLeeK.

LWBeiiyapus FATF CLUA FinCEN Travel CuHranyp
AMLO 02/2019 R.16 Travel Rule Rule PSA
®urHaHCOoBbIN
nocpeaHuK JOMKeH
MuHumanbHaa
cymma bonee 1000 CHF ,D,elWITbCﬂ“
TpaH3aKuum, (npumeHmmo ¢ MH®OPMaLyen no bonee USD 1,000 Bonee $1,500
. 01/2021) TpaH3aKuuam 6onee
1000 USD naun EURO
npoBepKu
J Nma J Nma * Uma J MacnopTa naun
Homep cueTa . Homep cueTa * Homep cueTa CBUAETEeNbCTBO O
Appec J Appec * Ajpec NpoXKuBaHuA pOXXAEeHUU
NPOXWUBaHUA, NPOXUBAHUA, Macnopt nam
HOoMep nacnopTa Homep nacnopTa BbusHec
[laHHble MAKU gaTa U mecTo MNKn gata un ceptudukat
oTnpasuTena poXxaeHun MECTO POXKAeHUA
[daHHble . Umst Vs
SRR Nma J Nma o Homep cuyeta Homep cueta
Homep cyeTta J Homep cueta . YHUKaNbHbIN YHWUKaNbHbIN
naeHtTuomKaTop naeHTuduKaTop




BHeapeHune HOBOro
CTaHAapTa




BHegpeHMe HOBOro cTaHgapTa

Ot SWIFT Kk “Kpunto SWIFT»

ObecneyeHne UCTOPUYECKOTrO KOHTEKCTa - SWIFT moxkeT 6biTb peweHnem gna VASP u VA, MpoToKkon npasui
NepeBofO0B MOMHO CPaBHUTb € QyHKUMOHanbHocTblo SWIFT. YT1o6bl pewnTs npobnemy TpaHCrpaHUYHbIX
nnaTtexkeh B coepe KOMMyHUKauuin, B 1973 rogy 6aHKM chHOpMMpPOBaANM KoomepaTuBHOE Npeanpuatve -
O6wectBo BcemupHbix Mexb6aHKOBCKMX ®OUHAHCOBbLIX TeneKommyHukauuii (SWIFT) co wTab-kBapTupol 8
benbruun.

SWIFT 3anyctun ceBou cny»k6bl obmeHa coobuieHmamu B 1977 rogy, 3ameHuB TexHonoruniwo Telex, KoTopas
NpPenMMyLLEeCTBEHHO MCMO/Ib30Bafacb Ans obmeHa coobuieHnAMU. OCHOBHbIE KOMMOHEHTbI MCXOAHbIX CAyXK6
BK/toYann nnatdopmy obmeHa coobLEeHMAMU, KOMMNbIOTEPHYO CUCTEMY A/A NPOBEPKM U MapLIPYyTU3ALLUK
coobueHunit, a TakxKe Habop cTaHgapToB coobuieHunit. CTaHgapTbl 6blAK pa3paboTaHbl, YTOBbI obecneynTb
obwee MOHMMaHME [aHHbIX 4Yepe3 JIMHIBUCTUYECKME W CUCTEeMHble TpaHuLbl, a Takxe obecneunTtb
becnpenaTCTBEHHYO aBTOMaTU4YeCKyl0 nepegadvy, nojsyyeHne U 06paboTKy COOBLLEHWNI, KOTOPbIMMU
obmeHuMBalOTCA nosb3oBatenn. MpepBaB py4yHble Mpouecchbl, KoTopble BblaM Hopmol B npownom, SWIFT
Tenepb npeacrasnaetr coboi rnobanbHyto GUHAHCOBYHO MHPPACTPYKTYpy, KOTOpas OXBaTbiBaeT BCe
KOHTUHeHTbI, 6onee 200 cTpaH 1 TeppuTopmin n obcaykmnsaet 6onee 11 000 yupekgeHuUit No Bcemy mupy.

Eank-oTnpasiiielh BaHK-KOppecnoHOeHT baHK KoppecnoHAeHT
oTnpasutens 6eHeduumapa
Bank Milan, Italy Branch Bank Milan in NY Fortune Bank, NY

= i, o,
i ——— a1l

3anpawwuBaer

—
. nepesopj

Otnpasnsowmi BeHeduunapHbIi Aeronautics Supply Inc.
KUEHT KANEHT Bank, NY, Beneficiary

NHdpacTpyKTypa o6MmeHa coobuieHuamm

UcTouHuK: FinCEN



BHeapeHve HOBOrO CTaHAapTa

nob6anbHbIK 0630p «MpoTOKONOBY

C neta 2019 roga mHorue paspaboTyMKM U KOMMAHUM COCPEOTOMM/INCL Ha BHEAPEHUU pelleHUs UK
NPOTOKO/1a, MAaKCMMabHO NPUBANKEHHOTO K pekomeHaauuam FATF. B 6onblwMHCTBE C/y4aeB 32 MPOTOKO/IOM
He CTOAT LLeHTpa/JibHble OpraHbl WAW OpraHM3auuu, a ecTb pAfL BeAyLiMX OTPaAC/eBbiX YY4aCTHUMKOB CO BCEFrO
MWpa, KoTopble 06beAUHUANCHL B TPYNMbl U OTKPLITO YY4acTBYIOT B peanusauumn v ganbHelweln paspaboTke
peweHnA. HecmoTpa Ha TO, YTO BCe OHUM NpecneayloT eAnHYI0 LieNb - CO34aTb NPOCTOe pelleHne, KOTopoe He
6yaeT HanaraTb HEHYXKHbIX AOMNOJHUTENbHbIX TPeboBaHWI, MHTErpMpPOBaTLCA B CYLLECTBYHOLWMA OBUsHec-
peweHns M obecneuynBaTb BO3MOMKHOCTb B3aMMOAENCTBUA, BblIOpaHHble MOAXOAbl Pa3/MYalOTCA MO CBOEWM
OCHOBHOW apXMUTEKTypHOI dpnnocodum.

ECTb HECKONbKO BeaylMx pa3paboTUyMKOB M KOMMAHWUI, KOTOPbIE Y:Ke NPeacTaBuivM CBOU MOAXOA K PbIHKY.
HeKoTopble U3 HUX BCe elle HaxoaATCA Ha CTaAuKn TECTUPOBAHUSA, ApYrue yxKe 3anyuieHbl. K aBrycty 2020 roaa
npousoLwna nepsas nepesada AaHHbIX MeXAy ABYMsA LWBehuapckumu VASPs ¢ Mcnonb3oBaHMeM NPOTOKOAA
TRP, peanv3oBaHHOro B KayecTBe MPOrpaMMHOro pelleHuns WBehLapckum pa3paboTyMKom nporpammHoro
obecneuyeHus 21 Analytics.

MpoToKonbl Anaepsl

KomaHaa gwp npoaHanmsnMposana Hanbosiee n3BecTHble HEKOMMepUYeckue pewweHua Travel Rule ¢ oTKpbITbIM
ncxoaHbim Kogom: TRP, OpenVASP u TRISA.

OpenVASP




BHeapeHve HOBOrO CTaHAapTa

MeTtoponorus

NoeHTuduumMpyloTca [BE KPUTMUECKME XapaKTepUCTUKWM, KOTopble ABAAIOTCA afeKBaTHbIM (GakTOpom Anas
CpaBHEHUsA apXUTEKTYpbl MPOTOKOJIOB: YPOBEHb ayTeHTUdMKALUKN M ypoBeHb Nepenayn. COOTBETCTBEHHO, Mbl
COCPEeAOTOUMUNUCH HA TPEX aCNEKTaX KA A0ro YPoBHSA C Le/blo AaTh YATATEl0 BOSMOYKHOCTb NOHATb OCHOBHbIE
PasNMUMA U OLEHUTb BO3MOXHble MOCNeACTBUMSA NpW BHeApeHuu/ UHTerpauuu npoToKosa B CBOH
cobcTBEHHYIO MHOPACTPYKTypy. B 3Toli rnaBe npefcTaBneH NoapobHbIM TeXHWYecKUin 0630p KaxKaoro
npoTokona.

YpoBeHb ayTeHTUOUKaALNMK n
OnwucbiBaeT, Kak VASP co3spaer
MAEHTUOMKALMIO, YTBEPKAAET CBOIO

NOANTMHHOCTb U KaK OH npoBepAeT Apyrmnx
Y4aCTHUKOB.

©
11

J

NaoeHTUdMKaumna Ceptudunkayma MNposepka

(
YpoBeHb nepegaym e
TexHoN0rMA, UCNONb3yemMan ANA nepesayn
OaHHbIx mexay VASP A n VASP B, Takas Kak
6a30BbIi ypoBEHb 06MeHa COObLLEHNAMMK,
agpecaumun u MapLipyTmMsaLunm.

J

ObpaweHune MaplupyTusaumns TpaHcnopT



XapaKTepucTuku

He BnoK4yeliH peweHune .” BiioKyeiH pelweHne

TRISA

KYV certificate

Identity

Certification | central authority

Verification | local registry / VASP Directory

SSUTLS
SSUTLS

Addressing

Routing

Transport Encrypted Message Envelope

ﬁl |
B —

3

OpenVASP

Ethereum address

|dentity

Certification = mutual/certified

A=

\ Verification | smart contract (VASP contract

Decentralised Oﬁ:

Identity IP-Address Addressing = VAAN

Certification = mutual/certified Routing Topic

Verification  local registry Transport “Whisper

Addressin HTTPS/TLS ." I

g

oty PP 1 —
Bl bGnokyenH i‘ﬂ
Bl [eueHTpann3oBaHHOCTb ;&7

\ 4 B CroxHocts

* YunTblBass MuHMManbsHble TpeboBaHus npotokona OpenVASP, cywecTByeT WMPOKUIA CNEKTP BO3MOXHbIX YpOBHEN obMeHa 16
coobLeHnsMm, KoTopble MOryT BbITb ncnonb3oBaHbl. Whisper - 370 TONbKO 0AUH NPYMeEpP BO3MOXHOW peanuaauuu.



BHegpeHMe HOBOro CTaHAapTa
Travel Rule Protocol (TRP)

Travel Rule Protocol (TRP)

MWHUMANbHbIN U NparmaTu4HbI APl gna cooTBeTcTBUA
pekomeHgaumam FATF no Travel Rule gna BupTyanbHbIX akTMBOB

KomaHAa npoeKkTa npegsiaraeT OTKPbITYIO COBMECTHO ynpaBasemMylo MHPPaACTPYKTypy, KoTopaa npegnaraet
yyacTHMKam VASP cnocob cobntoaaTb pekomeHaaumn FATF Travel Rule ana BupTyanbHbix akTueoB. OCHOBHOM
noAxo4 NpoeKTa - pa3paboTaTb NPOCTOE B UCMNO/Ib30BAHUW PELIEHUE, COCPEAOTOUMBLLUCE HA PEKOMEHAALMNAX
FATF, orpaHuuuMBas 06bEM M CTapasaCb He MNpPeabABAATb HEHYXHbIX [AOMOJHUTENbHbIX TpeboBaHUMN K
y4acTHMKam. Taknum obpa3om obecrneymBaeTcs BO3MOXKHOCTb MHTErPaLLUM Nt0ObIX NPeAnpUATUIA UK peLleHnit
C MMHUMANbHbIMW TPYAHOCTAMWU N YCUINAMMN.

( YpoBeHb ayTeHTMPMKaunum TRP ocHOBaH Ha B3aMMHOMN ayTeHTUGUKaLUK.
,0, B OCHOBHOM Ka)KAblli y4yaCTHMK BedeT COBCTBEHHbI  CMMUCOK
NPOBEPEHHbIX U, CNef0BaTe/IbHO, AOBEPEHHbIX KOHTPAreHToB, KOTOpPbIN

— 06bIYHO co3aaeTca NP YCTaHOBAEHUM Ae/10BbIX OTHOWEHUN. [pu Takol

—— | HacTpoiike HeT HeobXOAMMOCTMN B LLeHTPabHOM MPUNOKeHUM Un Base

AaHHbIX, BMECTO 3TOro NMpoToKosa paboTaeT B camol MHpPACTpyKType
Kaxkgoro VASP.

YpoBeHb CBA3M OCHOBAH Ha NPocToM Habope KoHeuHbix Touyek RESTful n
MWHUMANbHOM, paboTocnocobHOM M nparmaTMyHOM peweHun API.
a Takum obpasom, 6a30BbI ypoBEHb OOMEHA coobLLeHMAMIN nonaraeTca
Ha obuwue HTTP-3anpocbl AnA nepegaun AaHHbIX MeXay AOBYyMA
YYaCTHUKaAMMW.




BHegpeHMe HOBOro cTaHgapTa
Travel Rule Protocol (TRP)

ak
© AyrenTudukaums &2

UaeHTndukauma

NaeHTtndukayma VASP, ncnonbsyrowero TRP, onpeaensetca ero 6a3oBoii TexHo/0rmei, KOTopoi B gaHHOM
cnyyae ABNAETCA MHTEPHET-MPOTOKON. TakMm 06pa3om, Kak 0BblYHbIN y4acTHUK UHTepHeTa, VASP byaeT
naeHTMduMuUMpoBaTbCa no ero IP-agpecy, U K HEMy MOXHO ByAeT NOAYYMTb AOCTYN C MOMOLLbIO NPaBUIbHOM
MapLpyTHoi nHpopmaumm (“handshake”) n metopos ayteHTUPUKaUUK (KpunTorpapuueckme Kawum).

Mutual Authentication

VASP A VASP B

B 4
o] Ol

= | VASPB — VASP A

—_— VASP ... —_— VASP ...

= |vasrz = | vAsPZ X
N L \ \

VASP Z
'R

O[]

VASP A
—— |vaseB X
== | VASP..

CepTtudukaumsa / npoBepka

Mopo6HO B3aMMOLENCTBUIO NOIb31BATENA C MHTEPHETOM, NPU OTKPbITUKM agpeca Beb-canTa (Hanpumep, URL-
agpeca) NoNb30BaTeNb AO/IKEH 3HATb a4PEC MW UCKATb €ro, YToHbl MOAKNIUNTLCA K BeO-calTy. To Ke camoe
oTHocKuTCcA K VASP, KOoTopble NbiTaloTcA nepeaartb AaHHble noaydatento VASP. YTo6bl NOgKAOUMTLCA K ApYyromy
VASP, Heobxoanmo 3apaHee obMeHATbCA naeHTudumkatopamm (Hanpumep, VASP A n VASP B), uto 06bI4HO
[enaeTca Ha OCHOBE B3aUMHOTO cornaweHua mexay VASP Bo Bpems npouecca aganTalum, HO TakKe MoxKeT
6bITb NpeaocTasaeHo cepTudnumpoBaHHbIM opraHom . Mocne 3Toro Kaxabiin VASP 6yaert Bectn cnmcok /
pPerncTp n3BecTHbIX U NposBepeHHbIX VASP, KOTopbln HEOBX0AUM A5 YCTaHOBAEHUA COEANHEHMUA U
BbINOJIHEHUA NtOObIX CBA3aHHbIX BbI30BOB API K cooTBeTcTBYlOWEemy VASP.



BHegpeHMe HOBOro CTaHAapTa
Travel Rule Protocol (TRP)

© TpaHcmucens

Appecauusa / MapwpyTtusaumsa

B uenax agpecauunm TRP ncnonbsyet nHGopmaL Mo, COBMECTHO UCNOJIb3yeMY0 BO BpEMSA ayTEHTUPUKALUMK
VASP-KOHTpareHTa, 414 ycTaHoBNeHUA coeguHeHns mexay VASP A (otnpasuTens) u VASP B (nonyyaTens).
MpunoxeHune npeacrasnaeT coboi API, KOTOPbIN MOXKET BbITb UHTErPUPOBAH C APYrOl CepPBEPHOI CUCTEMOM
AN aBTOMATMYECKOrO 3aMycKa Pas/IniHbIX CEPBUCOB ANA CO3LaHUA, UTEHUA, OBHOBAEHUA UM yaaNeHuUA
AaHHbIX (Hanpumep, MHGOPMALLMM O NoslyYaTene B OTHOLWEHUM pekomeHaaumin FATF). Kak Tonbko
coeguHeHne mexagy asyma VASP yctaHosneHo, ucxogHbiii VASP A moxeT 3anpocuTb agpec nonyyatensa VASP
B. Koraa sbi3biBaeTtca API, nonyyatenb VASP oTBETUT, B 3aBUCMMOCTM OT TOrO, M3BECTEH NI AaHHbIN agpec u
HaxXo4MTCA M OH NOA, ynpaB/ieHUeM.

VASP A request (client A : public address) \,/ASP B

o] < respond (success) O[]

vAsP A /|

VASP A g :
VASP .. \ ) vase... N

client A (public address) client A (public address)

#0 Il

Mepepaya: ysegomneHue o TpaHsakuum OpenAPl

Cneuudurauma OpenAPl (OAS) onpegenseT CTaHAAPTHbIN, HE 3aBUCALLMIA OT A3blKa MHTepdenc ana RESTful
API, KOTOpPbIH NO3BONAET MOJIb30BATENAM U KOMNbIOTEPAM OBHAPYKMBATb M MOHMMATb BOSMOMXKHOCTU C/YKObI
6e3 L0CTyna K UCXOAHOMY KOAY, LLOKYMEHTALMK UK Yepes NpoBepKy ceTeBoro TpaduKka. Kaxkabiv pas, Koraa
npoucxoauT TpaH3akuma mexay asyma VASP, VASP-otnpasutens nepegaet uHpopmaymio o nonyyartene
(Hanpumep, KnneHT A), ncnonbsysa cnyxby POST, onpeaenexHyto cneundurkaumnen OpenAPl.

VASP A post (client A : transaction )

O[:] respond (success)

<
«

VASP A
VASP ...

v

3

client A (public address) client A (public address)



OTKpPbITBIN NPOTOKOAN ANA peannsauumm npasuia Nnepesoaos
BUPTYa/lbHbIX aKTUBOB.

penVASP OCHOBaH Ha «AeLeHTPann3oBaHHON» ¢unocodmmn pas3paboTynKkoB U y4acTHUKOB. ITO
B KOHCTPYKUMM M apXMUTeKType MpOTOKoNa. Mcrnonb3ys HEeKOTopble BO3MOXHOCTM b6/i0K4YeitHa
, TMPOTOKO/N yTBep¥ngaeT, u4To obecneymBaeT KpunTorpapuyeckn 3alULLEHHYIO CBA3b U
MKauuio ¢ uenbto obecneyeHna KOHOMAEHLMANBHOCTU AAaHHbIX 6e3 HeobXo0AMMOCTH B LLEHTPaIbHOM

B KkayectBe ypoBHA ayTeHTMduKauum OpenVASP wucnonb3yet TakK
Ha3blBaeMblii  KOHTpakT VASP, KoTopblli npeactaBnsetr  coboit

== | waeHTudumkatop VASP B [JeuUeHTPann30BaHHON WHPPACTPYKType
s |
=

OTKPbITbIX Kntovei Ethereum. T[losTomy pasBepTbiBaeTcA CmapT-
KOHTPAKT, cofep:Kalwuin ydyeTHble aaHHble VASP. YT1obbl ycTaHOBUTHL
nenosble  OTHoweHuAa  mexagy  VASP,  wupeHtTudukauma  VASP
obMeHMBaeTCA  MPAMbIM  B3aUMHbIM WU cepTUOULUPOBAHHBIM

cnocobom. j

BO3MOMHbI ypOoBEHb ObOMeHa COOBLLEHMAMU MNOCTPOEH MNOBepx
MHopacTpyKTypbl Ethereum c¢ wucnonb3osaHnem Whisper. Whisper
MOYHO OTHEeCTM K KaTeropuMuM OCHOBAHHbIX Ha WUAEHTUYHOCTU
NceBAOHMMHbIX HU3KOYPOBHEBbLIX cUCTeM obmeHa CcoobLeHUamH,
KOTOpble 06begMHAIOT acneKTbl pacnpeaeneHHbix xaw-tabauy, DHT u
cuctem obmeHa genTarpammamu  (Hanpumep, UDP). OgHum u3
OCHOBHbIX MPUHLWMNOB €ro AM3aHa ABAAIOTCA MOAy/bHble GYHKLMK
KOHOUAEHLMANbHOCTM M aHOHUMHOCTMU. j

* YunTblBas MuHMMansHble TpeboBaHus npotokona OpenVASP, cywecTByeT WMPOKUIA CNEKTP BO3MOXHbIX YPOBHeN obMeHa20
coobLeHnsaMm, KoTopble MOryT BbITe ncnonb3oBaHbl. Whisper - 370 TONbKO 0AUH NPYMeEpP BO3MOXHOWN peanusauuu.



BHeapeHMe HOBOro CTaHAapTa
OpenVASP

© AyrenTudukaums =

VASP |dentity

il

.

NaeHTudukauma: gorosop VASP / nugeHtudukatop VASP

[Ona Toro, uTobbl VASP ncnonb3osan npotokon OpenVASP, ofHMM U3 NepBbIX LWaros AsaseTca co3gaHne VASP
NIMYHOCTU B BnokueitHe Ethereum. Jns aToro Kaxabii VASP passepHeT CTaHAapTU3MPOBaHHbIN CMapT-
KOHTPAKT, coAepKallmii ydeTHble AaHHble VASP (ynpolieHHble Ha pUCYHKe Bbille), KpunTtorpaduyeckme Kawoum
(pykonosaTtue n nognucs), cneundukaLmMm agMuHUcTpaTopa / Bnagenoua (414 ynpasaeHusa cmapT-
KOHTPAKTOM) 1 Habop Ucnonb3yembix GYHKLUIA ANA YNPaBAEHUA LOBEPEHHBIMU Y31aMU UK AR NONYYEHUA
YO,0CTOBEPEHMNA OT TPETbeN CTOPOHbI. Pa3BepHYB CMapT-KOHTPAKT, Bbl aBTOMATUYECKU NOy4mTe agpec
KOHTpaKTa Ethereum, KoTopblli onpegeneH Kak naeHtuoukatop VASP.
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BHegpeHMe HOBOro cTaHgapTa
OpenVASP

© AyrenTudukaums =

VASP B

Certification Authority

Ceptudukauusa / sepudukaums

MocKoNbKy pa3BepTbiBaHME CMAPT-KOHTPAKTa OTKPLITO ANA BCEX, Hannume naeHtneumkatopa VASP camo no
cebe He aBnseTcA rapaHTUen nognmHHoct VASP. MpoTtokon OpenVASP paccmaTpuBaeT ABa pasHbIX N0AX043 K
ayTeHTUOMKaumn mexgy VASP.

B3aMmHana ayteHTUdUKaumua
Bcakuii pas, koraa asa VASP ycTaHaBAMBaOT A€N10Bble OTHOLWEHMUA, UX COOTBETCTBYIOWME NMYHOCTU MOTYT
6bITb HENOCPEACTBEHHO MAEHTUGULMPOBAHDI, TO €CTb €CTb CBUAELTENbCTBA U3 NEPBbIX PYK, YTO NAEHTUYHOCTb

apyroro VASP nognmHHasn. ChegosatenbHo, VASP A pobasut naeHtnpumkatop VASP B B KauecTse A0BEPEHHOIO
VASP B cBOI CMapT-KOHTPAKT.

CeptndunumposaHHan aytTeHTUPMKaumua

Moaxon ¢ cepTMdULMpPOBaAHHON ayTeHTUUKaLLME OCHOBAH HA MCMNONb30BAaHUN A0BEPEHHON TpeTbel
CTOPOHbI, KOTOPYH MOXHO CPaBHUTb C AEUCTBYIOLLNM LEHTPOM cepPTUIMKALMN ANA BblAauN LUPPOBbLIX
nognuceit unu ceptudmratos Secure Socket Layer (SSL). Takum ob6pasom, VASP A fonxKeH 3anpocuTb
NMAaeHTUOMKALUIO B LLeHTpe cepTUdUKaumnmM. Takme LeHTPbl cepTUdUKALMM MOTYT BKAOYATb B ceba cepTuduKkar
O NNLLEH3MN UK cTaTyce pernctpaunm VASP, BbiAaHHbIM COOTBETCTBYOWMMM opraHamu. Katanor OpenVASP
npeaHasHayeH AnA paboTbl B KAYECTBE TAaKOro LeHTpa cepTudmKaLmu.
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Appecauus: Kog VASP n Homep cueta BUpTyanbHbix akTusos (VAAN)

MpoTtokon OpenVASP ucnonbayeT agpec VASP Identity ans co3paHuna yHMKanbHoro koga VASP n Homepa cyeta
BUPTYaNbHbix akTneos (VAAN). B To Bpems Kak kKog VASP onpegensetca nocnegHumu 32 butamum
naeHTnduKaumoHHoro agpeca VASP, VAAN npeactasnaet cobont kombuHaumio koga VASP 1 onpeaeneHHoro
ONA KAMeHTa Yncna B 56 6uT.

VASP naeHTudunKkaums

Ox4dfb6aa71ffc76130a2d68b1844alf12i75b8766 VASP Code |
)

Virtual Assets Account Number

— f/5b8766{Homep KnneHTa}

UHPopmaumna o mapipyTusaymm

NHbopmauma o mapLpyTmMsaLmm ncnosb3yeTtcs ana obbasaeHna agpeca nonyyatena. TpaguuMoHHan
6aHKOBCKaA cMcTemMa UCMob3yeT oblne cTaHaapTbl, Takue Kak BIC / SWIFT nau IBAN, KoTopble npeacTasnsaioT
coboii KombuHauuto naeHTMdmMKaTopa baHKa M COOTBETCTBYIOLW,Ero HoMepa cyeTa. [oL406HO 3TUM Nogxosam,
Homep VAAN BKatoyaeT ngeHtudurkatop VASP (Kog VASP) 1 agpec nonydyatensa (Homep AN KOHKPETHOro
KNueHTa, Hanpumep, 4e5ab88ae42efb).

VASP A (f75b8766)

f75b 8766 4e5a b88a e42e fb1l

g

Client A (4e5ab88ae42efb)

MNepepgaua: Whisper

Kak TonbKo npuHnmatowmnii VASP un KnneHT naeHTMduLmnMpoBaHbl U COOTBETCTBYIOLLME MepPbl ayTeHTUdUKaLUK
6b12M BbINONHEHbI, NOCAEAHMUM LIArOM NPOTOKO/A ABAAETCA Nepesaya AaHHbIX, Kak onpeaeneHo FATF Travel
Trule, mexxay VASP. Ha BbICOKOM ypOBHe ypoBeHb ob6meHa coobuweHnammn Whisper ncnonbsyet
ACUMMETPUYHOE UNU CUMMETPUYHOE WNdpPoBaHMe gns WKNPPOBaHMA co0bLLEeHUA, KOTOpOoe, cnenoBaTesbHO,
MOKeT bbITb AelWnPPOBaAHO TONLKO ONpeseNeHHbIM nosiydaTesniem. XoTa coobLlieHne oTnpasaseTcs B
AEeUEeHTPaNIM30BaAHHYIO CeTb, YTO O3HAYAET, YTO OHO ByZeT NONYYEHO HECKOIbKMMM YYaCTHUKaMM (y3namu),
TO/IbKO OnpeAeneHHbIM Noy4aTesb CMOXKET pacndpoBaTb COOBLEHME U PACKPbITh COAEPHKUMOE, YTO
npuseset K obecneyeHMo aHOHMMHOCTU gNA noayyaTens. Ytobbl n3berkaTb HEHYKHbIX BbIYUCANTENbHbIX
pecypcoB ans pacwndpoBKM Bcex BXoAALWMX coobueHnit, Whisper BkitovaeT 4-6aTOBYIO «TeMy», KOTopan
ABNAETCA YKa3aHMEM NOoy4YaTento cneanTb 3a cooblieHnemM 1 NbiTaTbea pacwmdposatb. NMpoTokon OpenVASP
M3BNEeKaeT BbIrogy M3 paHee obbsicHeHHOro popmata agpeca VAAN 3a cyeT ncnosb3oBaHusa koga VASP B
KauyecTBe TeMbl, YTO MPUBOAUT K MEHbLIMM BblYMCANTENbHBIM pecypcam n bosiee BbiCTpPOI Nnepesaye B CETU.
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Travel Rule Information
Sharing Architecture (TRISA)

NHpacTpyKTypa Ana peweHua npobiem B3aMmoaencTeums,
npeacTtaBneHHbix TpebosaHmamu Travel Rule FATF

Llenb TRISA - obecneuntb cobntogeHune Travel Rule 6e3 M3meHeHUs OCHOBHbIX MPOTOKOJIOB LLeNOYKN 610KOB U
Ha/IMYUA OTKPbLITOTO OpraHa ynpasneHua. Takum o6pasom, OHM COCpPesoTOYEHbl HA AeLeHTpanM30BaHHOM
NoAXoZLe C OTKPbITbIM MCXOAHbIM KOLOM, Y4UTbIBAA M NOALEPHKMBAA COBMECTUMOCTb C APYTMMU NOAXOAAMM.
MpoTokon npeanaraeT OLHOPAHIOBbIA MeXaHU3M C MUHUMAJbHBIMK 3aTPaTamMu A/ YY4aCTHUKOB, COXpaHAn
BbICOKOMNPOM3BOAMUTEIbHbIE TPAH3AKLMW U 3aWML,an KOHOUAEHLMANBHOCTbL NOb30BaTeNEN.

( OcHOBHOM ypoBeHb ayTeHTUdMKaumm B npoTokone TRISA cnepyet

\Oj Mogenn ueHTpa ceptuoumkaumm (CA). Moa HMUM MOHMMAETCA OpraH,

KOTOpPbIM BblAAeT TaK Ha3blBaemble cepTUdUKaTbl OTKPbLITbIX K/HOYEN,

0 & : XpaHALLMecA B LeHTpasibHOM KaTanore. 3ToT cepTuduKaT npeacraBaset
— coboit mnpgeHtudukaumo VASP U ucnonb3yeTcs ANA YCTaHOBAEHUS

6e3onacHon cBasu mexay VASPs. UYtobbl VASP mor nonyunTb TaKol
cepTUdUKaT, OH [OJKEH MNPOWUTM Mpouecc perncrpauuu, BKAOYAA
NpOBEPKY IMYHOCTU. j

YTobbl ycTaHOBUTL He3onacHbIM KaHan nepegayun mexkay asyms VASP,
npotokon TRISA wucnonb3zyetr coeamHeHne SSL / TLS ¢ B3aumHOM
e ayTeHTMdMKaumen. 3To obecneynsaetT KOHPUAEHUMANBHOCTb AAHHbIX HA
3Tane nepexoza W NO3BONAET COXPaHATb COeAMHEHWE OTKPbITbIM A1
MHOMecTBa TpaH3aKUWMA 4epe3 OAHO OAHOPAHIOBOE COEAUHEHME.
Kpome Toro, TRISA npegnaraet ¢popmat 3awMppoBaHHOro coobuieHus,
4yToObl AaHHble OCTaBa/UCb AOCTYMHbIMU B Ntoboe Bpema B Cayyae
HeobxoAMMOCTM gdanbHelllen nposepkn (Hanpumep, GUHAHCOBOTO
paccnenoBaHus, peructpaumm SAR). /
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UpeHTudukauyua u ceptupukauma: “Know your VASP”

Mpouecc pernctpaummn noa HazsaHuem «3Hak csoli VASP» npeaHa3HavyeH ANA BbINOAHEHWUA U MPOBEPKU BCEX
topuanyeckmx TpebosaHunii nroboro npumenstowero VASP. [ins aton uenm VASP A fonKeH oTnpaBuTb 3anpoc
Ha cepTMOMKALUIO CO BCEMU COOTBETCTBYIOLWMMM BU3HEC-YYETHBIMU AAaHHBIMMU B 3aPErMCTPUPOBAHHbIN LEHTP
cepTuduKaumm, 4yTobbl NOAYUUTL «3HaK cBoit cepTuduKaTt VASP», naeHTudurkatop VASP A. 3aTem gaHHble
NpoBepsATCA NO PAAY KPUTEPUEB. , HANPUMEP, UX perncTpaumnsa busHeca, nposepka KYC, topucgmkums,
MOLLEHHMYECTBO M CaHKLMU, A TaKKe, NPU HEOBXOAMMOCTH, COOTBETCTBME APYIMM KPUTEPUAM PACLUIMPEHHOM
nposepKku. Ecnim Bce TpeboBaHUA 6biN BbINMOAHEHDI, LEHTP cepTUdUKaLMM NoagnuLieT 3anpoc Ha NoANuch
ceptudukaTa oT npumeHarowero VASP A n sbigaet ceptudumkat Know Your VASP.

VASP A T Certified
apply for KYV certification
( \ > Authority

O[:] ‘announce application result

request certificate SIgmng &= H H H gl

KYV Certificate

Bepudukauua: TRISA VASP Directory

TRISA ynpasnsaeT LeHTpom cepTuduKaLmmn, KOTopbl nogaep:kueaet katanor VASP nns scex
3apernctpmpoBaHHbIx VASP. B KauecTBe cpeacTBa NPOBEpPKU, Kak Tobko VASP A 3axoyeT NoAKNOUNTBLCA K
VASP B, oH MoKeT npocTo npoBepuTb cepTudmkaTt Know Your VASP B nam HaliTu GU3Hec-y4eTHble faHHble B
KaTanore VASP, yuntbiBas, 4to nonydatenb VASP B ABnAeTcA 3aKOHHbIM YY4aCTHUKOM M COOTBETCTBYET
TpeboBaHuam Know Your VASP. 3To gaeT Bo3mo»KHOCTb VASP npuHumatb 060CHOBaHHOE pelleHne o
COOTBETCTBMU Nepes, OTNPABKON MW NOSyYEeHUEM TPaH3aKLUM BUPTYabHOTO aKTMBa.
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Addressing & Routing
Ha ocHoBe cepTudmkaTta Know your VASP, BblLaHHOIO CEPTUGULMPOBAHHBIM LLEHTPOM, agpecauuns paboTaer

nyTem B3aumHoOM ayTeHTUPUKauum mexay VASP A n VASP B. Mo cyTu, 3TO BKAOYAET TO/IbKO 06MeH
naeHtTnoumkatopamm VASP (obwenoctynHbiit agpec). PakTnyecku, naeHTMOMKaLMA KOHTpareHTa rapaHTmpyeT
ero ayTeHTMdMKaLumio, 1 NO3TOMY AOCTAaTOMHO AN1A OTKPbITUA 6e3onacHoro KaHana SLL / TLS, ncnonbsyemoro
Ana obmeHa nHPopmaLumei, Npu 3TOM COXpPaHAA KOHOUAEHLMANbHOCTb NONb30BaTeNA. Takum obpasom,
6yayYn NPAMbIM O4HOPAHTOBLIM COeAUHEHUEM, AONONHUTENbHAA MHPOPMALMA O MAPLLPYTU3ALUM He
TpebyeTcs.

Certified
Authority

i

JU
lookup & verify f a s _a \L ibkupBiveiiy
e L ] a

VASP Directory

VASP B

open SSL/TLS channel

verify certificate

Mepepaua

MpeacraBneHHbI kKaHan SSL / TLS ans oTnpaBKu KpunTorpaduyeckm 3amni,eHHo YacTHoW MHpopmauumu byaer
yaosnetBopaTb TpeboBaHMAM FATF B oTHOWEHUMN KOHOUAEHUMANBHOCTM U 6e30MacHOCTU AaHHbIX. Oas
ynydweHuna obpaboTkm gaHHbix TRISA npeasoXKmna Mcnonb3osaTb AONOAHUTE/IbHOE WIKdPOBaHUE Ha
TPaHCMOPTHOM YpOBHE, 3alndpPOBaHHbIN KOHBEPT TPaH3aKLMK. [Lo6aBnAA 3TOT 4ONO/HUTE/IbHbLIN YPOBEHD,
COCTOALMN K3 KNtoYa WwndposaHua u kaovya HMAC, VASP moryT 6e30nacHO XpaHWUTb NOJIHbIE AaHHble

TPaH3aKULNUN HE3ABUCUMO OT VICI'IOI1b3y6MOl71 cepBepHoi/'l 4acCTHn, CoOXpaHAA NPU 3TOM NOJIHYHO
BOCNPOM3BOANMOCTb.
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* 06a3aTenbCTBO NO NPOTUBOAENCTBUIO OTMbIBAHUA AeHer n 60pbbe ¢ Teppopu3MomM: 3aKOH HanaraeT
HECKO/IbKO 0653aTeNbCTB, ecn Bbl BeaeTe BU3HEC, KOTOPbIM NognagaeT nog onpeaeneHve NogoTYETHOM
opraHusauuu.

*  AMLO-FINMA: deaepanbHbiii 3aKoH LUBeliuapum o 6opbbe ¢ oTMmbiBaHUEM AeHer U GUHAHCMPOBaAHUEM
Teppopusma.

* dApps: [leueHTpanmsosaHHble npunoxkeHua (dApps) - 3To LuMdpPOBbIE NPUAOKEHMA MAM NPOrPAMMBbl,
KOTOpble CyWecTBYIOT U paboTatoT Ha 6104HOM Lenu nan cetm P2P KOMMNbIOTEPOB BMECTO O4HOM0
KOMMblOTEPA M HAXOAATCA BHE KOHTPO/IA OAHOMO OpraHa.

* DeFi: leueHTpannsoBaHHble GUHAHCOBbIE CEPBUCHI, NN AeLeHTPann3oBaHHble PUHAHCbI — obLee
Ha3BaHWe ANA aHaN0roB TPAANLMOHHbLIX GMHAHCOBbLIX MHCTPYMEHTOB, peasin30BaHHbIX
B [AeLeHTPaNM30BaHHON apXUTeKType. DTN cepBMUCbl 06LLeA0CTYNHbI, ABAAIOTCA NPOEKTAMMU C OTKPbITbIM
MCXOAHbBIM KOAOM M Yallie BCEro OCHOBaHbl Ha CMapT-KOHTPAKTax.

*  FATF 12-mecaues peBusua: O630p 415 OLEHKN BHEAPEHMA NePecMOTPEHHbIX CTaHAAPTOB OPUCANKLMUAMM
M YaCTHbIM CEKTOPOM, @ TaKKe MOHUTOPUHT 106bIX U3MEHEHWUI B TUMOIOMMM, PUCKAX U PbIHOYHOWN
CTPYKTYype CEeKTOpa BUPTYasibHbIX aKTUBOB.

* FATF CtpaHbl BXoAALWME B YepPHbIN CNUCOK (IOpUCAUKLMMN BbICOKOTO pUCKa): Kopelickaa HapogHo-
JemokpaTtuyecKkas Pecnybnuka, MpaH.

* FATF lFocypapcTtBa-uneHbl: Asctpanunsa, ABctpua, ApreHTuHa, benorua, bpasnnuna, Frepmanua, MNpeuus,
[aHua, EBponeiickaa komuccusa, NloHkoHr, Kntait, CoseT coTpyaHuM4YecTBa cTpaH 3anusa, M3paunnb, UHans,
Wpnanausa, Ucnangua, Ucnanusa, UTtanus, KaHaga, Kutai, Pecnybanka Kopes, /llokcembypr, Manaiisus,
Mekcuka, HugepnaHgbl, Koponesctso, Hosaa 3enaHaua, Hopserusa, Moptyranua, Poccuiickaa ®epepayms,
Cayposckas Apasus, CuHranyp, CoeanHeHHoe KoponesctBo, CoeamHeHHble LWTaTthl, Typumsa, PuHasHAKUA,
®dpaHuusa, Weenuapua, LWeeuna, KOxkHas Adpuka, AnoHus.

* FATF: l'pynna pa3paboTkn dpuHaHCcoBbIX Mep 60pbbbl C OTMbIBAHMEM AEHEr, MEeXNPaBUTeIbCTBEHHAsA
opraHusauua, paspabartbiBatow,an noAMTUKY B 06nacTv 60pbbbl C OTMbIBaHMEM AeHer U dUHAHCUMPOBaHMEM
Teppopu3ma.

* FCA: YnpasneHue no ¢MHaHCOBOMY NoBeaeHMo, opraH $pMHaAHCOBOro peryanposaHuna BenmkobpurtaHuum.

* ®duHaHcoBbi nocpeaHuK (Financial Intermediary): OTHoCUTCA K GUHAHCOBOMY yUpeEKAEHUIO B
nocnefoBaTesIbHOM UM OXBaTbiBatOWElM NAATEKHON LLeNOYKe, KOTOPOe NoJyYyaeT u nepesaeT 3NeKTPOHHbIN
nepesog oT UMEHMW OTNPaBAAIOLWLEro GMHAHCOBOTO YYpeEKAEHUA M NoayYatowero GUHAHCOBOTO yUpeXKaeHUA
WU 4 PYrOro TPaH3UTHOIro GUHAHCOBOTO yUpeXKaeHus.

*  FinCEN: CeTb no 6opbbe c puHaHCOBbIMM NpecTynieHnsamu - beaepanbHoe 610po CoeanHeHHbIx LLTaTos,
KOTOpOe aHanmampyeTt MHGOPMaLUIo 0 PUHAHCOBBIX Onepaumax B Lenax 60opbbbl C OTMbIBAaHMEM AEHET,
bUHaHCMpOBaHMEM TEPPOPM3MA U APYTMMWN GUHAHCOBBIMU NPECTYNIEHUAMM.

*  FINMA: YnpaBneHue no Haasopy 3a GuHaHCcoBbIMU pbiHKamu LUseliuapum (FINMA) sasnaetca
rocyapcTBeHHbIM opraHom LLiBenuapum, oTeevarowmm 3a puHaHcoBoe perynmposaHue. Cioaa BXoanT
Haga3op 3a 6aHKaMK, CTPaxOBbIMM KOMMAHUAMM, BUPKaMM U TOProBLAMM LLEHHbIMM Bymaramu, a TakKe 3a
apyrumun GMHAHCOBbIMKU NocpefHUKamu B LLBenuapun.

* HMAC knou: HMAC (MHorga pacwmpaemblii AMbo Kak Koa ayTeHTUdUKaumm xaw-cooblieHunna, n1nbo Kak
KOZ ayTeHTUOMKALLMM COOBLLEHMA HA OCHOBE X3LWLa) - 3TO 0COb6bIN TUN KoAa ayTeHTUdMKaummn cooblieHmn
(MAC), Bkntouatowmit Kpuntorpadmuueckyto Xaw-pyHKLNIO U CEKPETHbIN KpunTorpadmnuecknii Kawu.

* MAS 3aKoH 0 niaTeXxHbixX ycnyrax 2019: 3aKoH 0 naTeXKHbIX yCayrax ABASETCA NepCcnekTUBHON U rMbKkom
OCHOBOW ANA PeryinpoBaHMA AeATENbHOCTU NAATEXHbIX CUCTEM M MOCTABLLMKOB NAATEXHbIX YCAYT B
CuHranype. OH NpegycmaTpuBaeT peryasTUBHYIO onpeneneHHoOCTb M NoTpebuTenbCKMe rapaHTum, noowpsn
npu 3TOM MHHOBALLMM U POCT NAaTeXHbIX ycnyr n FinTech oTpacab. MapnameHT NpUHAN 3aKOH O NAaTEXHbIX
ycnyrax 14 ansapa 2019 roga.
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*  ML/TF pucK: KANMEHTCKUIN PUCK - 3TO PUCK MU YA3BUMOCTb, C KOTOPOW KAMEHTbI MOTYT BbiTb BOBEYEHbI B
AeATeNIbHOCTb N0 OTMbIBaHUIO geHer uan GUHaHCUPOBaHMIO Teppopusma. Puck knnentos ML/TF 8
3HAYUTENIbHOW CTeNEeHM 3aBUCUT OT XapaKkTepa U/Maun CBOMCTB KANEHTA.

*  OpenVASP: oTKpbITbIN NPOTOKOAN AN1A peanvsalmmn npasBuaa NoesaokK, BKAKYAKLWNIA Bce MMeHa: Bitcoin
Suisse AG |Lykke | SEBA Bank AG | Sygnum Bank AG | MME Legal Tx Compliance | Avaloqg Evolution AG |
EPAM Systems, Inc.| 21 Analytics AG | Notabene, Inc. | Web3 Foundation | Coinfirm | Tezos Foundation |
TRM Labs | Netki, Inc. | Merkle Science.

* P2P: B cetn P2P "peer to peer" (PaBHbIN-PABHOMY) - 3TO KOMNbIOTEPHbIE CUCTEMbI, KOTOPbIE COEAUHEHDI
mexay coboi yepes UHTepHeT. Paitibl MOTyT COBMECTHO MUCMO/b30BaTbCA HEMOCPEACTBEHHO MEXKAY
cuctemamm B cetn 6e3 Heob6X04MMOCTU MCNO/Ib30BAHMA LLeHTPaNbHOrO cepeepa. pyrumu cnosamu,
KaXKabl KOMMbloTep B ceTU P2P cTaHOBMTCA KaK $paliNoBbiM CEPBEPOM, TaK U KANEHTOM.

* Tloaxon, OCHOBaHHbINA Ha pUCKe: PUCK-OPMEHTUPOBAHHbIN NOAX0A 03HA4YaeT, YTO CTPaHbl, KOMMNETEHTHbIE
OpraHbl U 6aHKW BbIABAAIOT, OLEHUBAIOT M NOHMMAIOT PUCK OTMbIBAHMA AeHer U GUHAHCMPOBAHUA
TeppopM3ma, KOTOPOMY OHM MOABEPratoTCA, U MPUHMMAIOT COOTBETCTBYIOLLME MEPbI MO €r0 CHUMKEHUIO B
COOTBETCTBMM C YPOBHEM PUCKA.

e SSL/TLS kaHan: be3onacHOCTb TPaHCMOPTHOro ypoBHA (TLS), a Tak»Ke ero coBpeMeHHbIN NpealecTBeHHMUK,
Secure Sockets Layer (SSL), npeacrasnatoT cobon Kpuntorpadpuyeckme NpoToKoNbl, pa3paboTaHHble ANs
obecneyeHnsa 6e30NacCHOCTU KOMMYHUKALLMIM B KOMNbIOTEPHOM CETU.

* SWIFT: ObuwecTBo BCEMUPHbIX MeXB6aHKOBCKUX GUHAHCOBbIX TeNeKOMMYHUKauuii (SWIFT), opunanyecku
S.W.IL.F.T. SCRL, obecneunBaeT ceTb, KOTOpas N03B0/AeT GUHAHCOBLIM YUPEXKAEHMUAM BO BCEM MUpeE
OTNPaBAATb U NONyYaTb UHGOPMALUIO O GUHAHCOBBIX ONepaLmax B 6€30MacHoOM, CTaH4aPTU3MPOBAHHOMN U
HajeXXHol cpege.

* Travel Rule: Npasuno 3akoHa o 6aHKoBcKol TaliHe (BSA) [31 CFR 103.33(g)] - yacTo Ha3biBaemoe
npasunamu "noesnok" (nepesonos) - TpebyeT, UToHbI BCe PMHAHCOBbIE yUpeXKAeHUA nepeaasanu
onpeaeneHHyo nHdopmaunio cnegyrowemy GrHaHCOBOMY yUpeXxaeHUto, B onpeae/ieHHbIX nepesogax
CpeAacTs ¢ yyactmem 6osiee yem 04HOrO GUHAHCOBOIO yUpeXAeHUS.

*  TRISA OTKpbITbI NPOTOKO ANS peannsaumm npasuia TpaH3aKUMii, KOTopbI BKAtoYaeT B cebs : CipherTrace
| Ripple | Paxful | MIT Connection Science - Engineering | Bradley Arant Boult Cummings LLP | Luminous
Group Limited.

*  TRP OTKpbITbI/A NPOTOKOAN ANA peanv3almnm npaBuna TpaHsakumii, Bkaodaowmii : 21 Analytics | AGA&D
ForensicsBC Group | OSL | BitGo | CipherTrace |Complifact AML Inc. | Crypto Finance AG |
Diginex/EQUOS.io | Electric Coin Company | Elliptic | Digivault | Fidelity Digital Assets | Geissbihler Weber
& Partner (gwp) | HashKey | Hex Trust | Hodlnaut Pte. Ltd. | ING | Komainu (Jersey) Limited | KPMG
Advisory | KYC-Chain | Metaco | MIT Connection Science & Engineering | Netki | Notabene | OKCoin |
Onchain Custodian | Ospree | Paxful | Peter Davey and Associates Limited | Standard Chartered Bank | TP
ICAP | Trisa | Xreg.

* Heperyaupyemble KowenbKn: 3To NporpammHoe obecneyeHune, pasmelLeHHOe Ha KomnbloTepe, TenedoHe
WA APYTrOM YCTPOMCTBE YeN0BEKa, KOTOPOe NO3BO/IAET eMy XPaHUTb M MPOBOAUTL ONepaLun ¢
KpuntorpaduyeckMmm akTMBamu.

* UDP: User Datagram Protocol (Monb3oBaTeNbCKMii NPOTOKOA AaTarpamm) - 3T0 MUHUMaNbHbIN,
6e3coeAMHEHHbI ceTeBOM NPOTOKO, KOTOPbIM UCNO/b3yeTCA B KaYecTBe TPAHCMOPTHOrO YPOBHA B
NHTepHeT-NpoTOKONE, AN1A OTNPABKM COOBLLEHNI (AaTarpamm) Ha gpyrue y3bl.

* VA:BupTtyanbHbie akT1BbI.
* VAAN: Homep cyeTa BUPTYyanbHbIX aKTUBOB.

*  VASP: [ocTaBLWKWKM YCAYT N0 06CAYKMBAHMIO BUPTYasibHbIX aKTVMBOB, KOTOPbIE ABAAIOTCA OPraHn3auamm-
XPaHUTENAMM, OCYLLECTBAAWMMMN 06MeHbl "PpraT-K-KpUnTo" nam "KpUnTo-K-KpunTto", unu seayummm
6M13Hec, CBA3aHHbIN C Nnepegayeit U XpaHEHUEM BUPTYaibHbIX - aKTUBOB U GUHAHCOBLIX YCAYT.
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